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Protection Methods for Disclosure Avoidance

_ Information Reduction Pertubation

dmEll Bl Aggregation Input Perturbation:
(microdata) * Microaggregation (e.g. SAFE)
e Record Swapping

L aEilElad Cell Suppression Output Perturbation:

(tables) * Rounding (deterministic,
probabilistic)

e Random Noise (e.g. CKM)

© 1! Federal Statistical Office of Germany (Destatis) 5



_Evaluation Criteria ...”

¢ ...to be considered when choosing a method for statistical disclosure control:

1. Protection (Safety)
» Primary and secondary protection,...

2. Information Loss (Quality)
» Relevance, Accuracy, Actuality, Additivity, Consistency, Comparability

3. Accessibility and Clarity
» Complexity/Transparency, Flexibility, ...

4. Cost Effectiveness
» Implementation, Operating Expenditure, IT-Productivity Potential,...

© I1! Federal Statistical Office of Germany (Destatis)



Protection Methodology for German Census 2021

* Requirements

* No small frequencies (cell values 1 and 2) in the tables
* Avoiding disclosure-by-differencing risks
* Consistency accross linked tables

* But
* Flexibility in table design

e Difficult to achieve with cell suppression.
* Therefore use perturbative method
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SAFE

A pre-tabular microaggregation approach
(used for SDC of the German Census 2011)
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SAFE — mathematical model (simplified)
nﬂn(’”‘;’(qdihgiU

subjectto Ax=o0+d
| x;=034,.. |

e Where

e d: Vector of absolute deviations true vs. Perturbed data (Index i
enumerates control table cells)
g : ,cost function”

x : Vector of frequencies (Index j enumerates all variable category
combinations =, ,elementary cells”)

o : Vector of original control table cell values

A : {0,1} Matrix, specifies relations between ,elementary” and control
table cells

No cell values 1 and 2 in any tabulation of the perturbed micro data set !
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Cell-Key Method (CKM)

A post-tabular random noise approach
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Random Noise based on the Cell-Key Method

* Five Steps:

» Preparation
(1) Define Rules of Perturbation (i.e., set the noise function)
(2) Add a new variable ,record key“ (uniform distriubted random variable)
» During Production (,,on the fly“)
(3) Aggregate data => Original counts
(4) Aggregate record keys => Cell keys
(5) Lookup: Apply Noise function => noisy counts

simultanuously

* Noise function arguments:

» Original count, cell key, transition probabilities of original count
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Step 1: Set the noise function

Perturbation panel

| (original frequency)
N ¥

w

—_—

o

0.00 0.25 0.50
p (probability)

v (perturbation value):
W -2 -1 0 (no perturbation)
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Step 2: Add the new variable

Micro data

lﬁl_ﬂ

0,34582249
0,68438579
0,95880618
0,62902289
0,86598721
0,36307981
0,91420393

0,6962939
0,53460054
0,68511663

0,0342637
0,33696811
0,11181613
0,56526973
0,01047942
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Steps 3 and 4: Tabulation

Tabular data (frequency table: ,Sex X Age®)

M A 0,97
M B 3 0,74
M C 0 0

F A 1 0,57
F B 5 047
F C 2 099
M T 7 0,7
F T 8 003
T A 5 053
T B 8 021
T C 2 099
T T 15 0,74

L |
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Step 5:,,Look up”

Tabular data (frequency table) Perturbation panel
Sex
M A 4 0,97 4+
M B 3 4 >
M C 0M3
F A 1 0,57 =]
F B 5 0,47 ©
F C 2 0,99 = 2
M T 7 0,7 c
F T 8 0,03 2 1
T A 5 0,53 o
T B 8 0,21 ~ 9
T C 2 0,99 :
T T 15 0,74 0.00 0.25 0.50 %74 1.00

p (probability)

v (perturbation value):
W -2 -1 0 (no perturbation) +1 | +2
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Step 5:,,Look up”

Tabular data (frequency table) Perturbation panel
Sex
M A 4 0,97 ’\4+l
M B 3 0,74 >
M C 0 0 S 3
F A 1 0,57 =]
F B 5 0,47 ®
F C 2 0,99 = 2
M T 7 c
F T 8 2 1
T A 5 )
T B 8 ~ 0
T C 2 :
T T 15 0,74 0.00 0.25 0.50 $ 58 1.00

p (probability)

v (perturbation value):
W -2 -1 0 (no perturbation) +1 | +2
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Step 5:,,Look up”

Tabular data (frequency table) Perturbation panel

Sex
M A 4 0,97 A4+l .
M B 3 0,74 >
e — : -
=] .
F B 5 0,47 ©
F C 2 0,99 = 2
M T 7 0,7 c
F T 8 0,03 2 1
T A 5 0,53 \=2
T B 8 0,21 ~ 9 :
T C 2 0,99 :
T T 15 0.4 0.00 0.25 Y50 0.75 1.00

p (probability)

v (perturbation value):
W -2 -1 0 (no perturbation) +1 | +2
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Random Noise based on a Cell Key method

» not exactly additive, but
» consistent across tables

Tabular data (frequency table) Tabular data, original
S
M A 4 097 2 6 - _4 _1
M B 3 0,74 1 4 A - !
N T O O 2 N — 2
: T N 7 o : 8
F B 5 047 0 5
; - ; R t Tabular data, perturbed
M T 7 07 1 8
F T 8 003 -2 6 I Sex
T A 5 053 0 5
. B 8 021 A 7 6 2
T C 2 099 2 4 B | 4 5
T T 15 074 1 16 0 4
8 6
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Why do we take the non-additivity challenge?

M F Total
Original 4 1 5
Possible interval [2; 6] [0; 3] summation separate
using D=2 perturbation
[2; 9] [3; 7]
Perturbed 6 2 8 5

* Higher quality (precision) by separate perturbations
 The more inner cells, the stronger the effect

 The probability of large deviations increases with the number of inner cells (if we simply add

up)
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18



CKM + Additivity Module

Restore Additivity by ,,Control Tabular Adjustment® (CTA)
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Controlled Tabular Adjustment (CTA)

* Find vector of adjusted counts x; subject to sets of constraints:

» (1) ,Adjusted frequency table is additive”

» (2) Box constraints on deviations between ,original“ (v;) and adjusted (x;) entries of the vector of
counts

» (3) Protection levels for ,,sensitive” cells (i € P)
» Upper protecion x; > y; +upl, or
» Lower protection x; <y;—Ipl,

* CTA optimization problem in terms of deviations z,;= Xx;— ), e fmmmmmmm :

n

.
min 2" 1|

|
|
|
z i=1 |
gs.t. Az=0 :
| [, <z, <u, ,i=1l,..,n i
|
i z; <—lpl, or z; 2 upl,, i€ P!
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Stable Implementation of the CTA algorithm (1)

* Aim: Automatical implementation without manual intervention
* On large sets of small tables (i.e. many different instances)

 Maximum deviations ,,as small as possible” ... but too tight a priori bounds result in infeasible
solutions

* Challenges:

» No universally valid setting for all kinds of instances
» Many configuration options

» Regarding infeasible instances, CTA may ...
» (a) not return any result,
» (b) return additive solution but containing sensitive cells or
» (c) return a solution that is not additive.
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Stable Implementation of the CTA algorithm (2)

Wrapper tool in R

* Procedure without manual intervention:

» Define tables and jj-files in SAS
» Using R wrapper with interface to CTA:
» Call and run CTA
» Check CTA result (additivity and sensitive cells/small counts)

» If necessary: rearrange jj-files, change main objective of CTA instance, add further
modifications and re-run CTA

» ... iteratively until feasible solution with given additivity and no sensitive cells / small
counts
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Empirical Findings, Solutions and Infinite Loops (1)

Main objective: Additive small counts set Main objective:

yadditivity” but small counts |, ensitive” ,sensitive cells”
Sh
OGSOCQI
(al
Additive and Non-additive
no small counts

Procedure ends

No result at all

Main objective:
,additivity”
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Empirical Findings, Solutions and Infinite Loops (2)

No result at all

Apply further
modifications

© i Federal Statistical Office of Germany (Destatis)
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Simulation Results

Random noise ... ... after CTA ... after CTA

(non-additive) (considering sensitive (not considering
cells) sensitive cells)

# of cells with deviations 52.94% 52.01% 50.09%

Mean absolute distance 0.784 0.763 0.726
Maximum absolute deviation 6 18 15

Mean number of CTA runs - 2.44 1.00
per table

Computation time - 2h 1h
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Summary: Additivity Module

Restoring Additivity

» Prototype of a wrapper tool in R with interface to CTA

» lteratively and automatically making small noisy tables additive ...
» ... while keeping maximum deviation as low as possible

» Future research: Consistency issue

However, restoring additivity to all tables, while keeping consistency
and not allowing for 1's and 2‘s leads to a similar problem as the one
solved by SAFE
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Comparison of 3 approaches regarding 3
guality subcriteria

CKM +

CKM Additivity Module
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Risk Analyses

Protection (Statistical Disclosure Risk) is a further evaluation criterion
besides Quality (Information Loss)
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Differencing Risk Probabilities

* To compare risk avoidance potential of different parametrizations

» Use transition probabilities to compute for high risk constellations underprotection risk
probabilities

» Tl'(Ck)

» Categorize each relation of a (ideally large) evaluation (tabular) data set to obtain
empirical probabilities for constellations with high potential differencing risk

» P(Cy)

» Compute risk indicator by aggregating constellation probabilities, eventually weighted by
empirical constellation probabilities

» Risk Indicator:= ), P(Cy) m(Cy)

©  Federal Statistical Office of Germany (Destatis)



Differencing Risk Probabilities

D low D medium D medium D high D high
VAR low VAR low VAR high VAR low VAR high
300 25 25 25 84 64 64 84 64 64 90 90 90 90 90 90
EEEEEE BN :
$ t ' H i : ‘ :
P i

200

-log(m(Cy))

100

S W By, e

pstay E2 low (no constr) E8 medium E3 high

0

© I Federal Statistical Office of Germany (Destatis)



summary

* Overview of Protection Methods and Evaluation Criteria

* SAFE — Microaggregation (used for Census 2011)

e Cell-Key Method (CKM) (in preparation for Census 2021)
 CKM + Additivity Module

* Noise design taking into account differencing risk probabilities
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