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Introduction

 This study is a product of ECLAC’s work with Caribbean 
statistical offices to make census data available online 
through REDATAM

 We are concerned here with SDC for tabular data (which is a 
separate problem to SDC for microdata)

 SDC is particularly important for censuses 
 Caribbean statisticians face particular disclosure control 

challenges in the release of tabular census data
 There are SDC methods for census data being used by 

statistical offices in North America, Europe, Australia and 
New Zealand that could be used by Caribbean statistical 
offices which would greatly facilitate release of more detailed 
and disaggregated census tables
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Introduction

 The study proposes specific disclosure control methods that 
could be applied by statistical offices in the Caribbean (and 
Latin America and beyond)

 We are seeking to implement SDC methods in REDATAM
 We want to hear your experiences, opinions and first 

impressions in response to the study
 Bear in mind: statistical disclosure control is fundamentally 

about compromise (and compromise is not always 
comfortable) 
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How we currently manage disclosure risks 

• Small cell counts in census tables (1,2) can lead to 
identification of individuals/households and disclosure of 
information about them

• Zeros can also lead to disclosure (if a row or column has only 
one non-zero cell)

• Statistical offices try and prevent this occurring by trying to 
avoid publishing tables which contain “too many” small cell 
counts

• This leads to quite restrictive census data release practices 
which reduces the utility of census data for users
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Types of disclosure in frequency tables 

 Identification: an individual (or household) could be 
recognized in a table (a cell count of 1 in an interior cell)

 Attribute disclosure: not only could an individual (or 
household) be recognized but information about them is 
disclosed (a cell count of 1 in a table margin)

 Group attribute disclosure: the presence of zeros leads to 
disclosure of information about a group of individuals or 
households (without them being identified individually)

 Disclosure by differencing: small cell counts also exist as the 
difference between two or more large cell counts and so 
disclosure risk is not just about the small cell counts 
themselves
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% of small cell counts (0,1,2) in cross-tabulations 
of Caribbean census data (in interior cells)

Two-way:
Age x Sex

Three-way: 
Age x Sex x 

Ethnicity

Four-way:
Age x Sex x 
Ethnicity x 

Place of 
residence

Five-way:
Age x Sex x 
Ethnicity x 

Place of 
residence x 

Place of birth

Jamaica 2011 0 5.1 54.1 85.5

Belize 2011 0 21.4 76.9 95.6
Saint Kitts and 
Nevis 2011 0 62.5 90.0 98.1
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of Caribbean census data (in interior cells)
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Place of 
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Ethnicity x 

Place of 
residence x 
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Belize 2011 0 21.4 76.9 95.6
Saint Kitts and 
Nevis 2011 0 62.5 90.0 98.1

Published Not published
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% of small cell counts (0,1,2) in cross-tabulations 
of Caribbean census data (in interior cells)

Two-way:
Age (10y)

x Sex

Three-way: 
Age (10y) x 

Sex x 
Ethnicity

Four-way:
Age (10y) x 

Sex x 
Ethnicity x 

Place of 
residence

Five-way:
Age (10y) x 

Sex x 
Ethnicity x 

Place of 
residence x 

Place of birth

Jamaica 2011 0 0 16.4 68.9

Belize 2011 0 1.9 41.5 81.4
Saint Kitts and 
Nevis 2011 0 24.4 71.2 92.1
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Non-perturbative
SDC methods  

Perturbative 
SDC methods

 Suppressing tables
 Redesigning tables
 Recoding variables

 Pre-tabular methods
(perturb then tabulate)

 Post-tabular methods
(tabulate then perturb)

Restricting
publication
of data  

Publishing data 
with added 
noise/uncertainty

Best trade-off between risk and utility: a combination of 
non-perturbative and perturbative methods
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Pre-tabular: Post-tabular: 

Record swapping
 United States

(1990, 2000 and 2010)
 United Kingdom

(2001 and 2011)
 Sweden (2011)
 Austria (2011)
 Belgium (2011)

Random rounding
 Canada (since 1971)
 New Zealand (since 

1981)
Cell perturbation

 Australia (since 2006)
 Germany (2021)

Differential privacy*
 United States (2020)

Pre- vs post-tabular in recent census rounds
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The standard pre-tabular SDC method for 
census data is (targeted) record swapping

Households with high disclosure risk are matched with 
similar households in the same state (for example) and 
their geographic codes are swapped
 Easier to apply than other pre-tabular methods
 Low risk of creating illogical records
 Applied once to the microdata
 No problems of additivity or consistency in tables
 Doesn’t remove small cell counts but does at least

introduce some uncertainty about their true value
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The post-tabular alternatives are random 
rounding (RR) and cell perturbation (CP)

 The two methods are quite similar and involve random 
perturbation of cell counts (interior cells and all totals)

 RR: cell counts are always perturbed to a multiple of the 
rounding base (3, 4 or 5) e.g. for RR to base 3

 CP: there is no base, just the addition of additive noise (v) 
to the counts according to some probability scheme

7 6 with probability 8 6 with probability 
7 9 with probability 8 9 with probability 

v -3 -2 -1 0 1 2 3
Probability 0.04 0.11 0.18 0.33 0.18 0.11 0.04
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Statistics New Zealand use RR to base 3
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Statistics Canada use RR to base 5
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Australian Bureau Statistics use cell perturbation

Australian Not 
Australian Not stated Total Discrepancy

Married (registered) 6866047 1020591 114508 8001138 8

Married (de facto) 1491371 233623 26737 1751733 -2

Not married 6037638 852025 135311 7024969 5

Not applicable 4883784 401218 1339038 6624043 -3

Total 19278832 2507455 1615597 23401891 -7

Discrepancy 8 2 -3 -8
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Arguments for post-tabular methods

 Census data is increasingly disseminated through flexible 
online table generators (such as those built using REDATAM) 
to which post-tabular methods are much better suited

 Post-tabular methods provide stronger protection against 
disclosure risk (for acceptable levels of information loss)

 Post tabular methods provide more control over small cell 
counts (which can be removed)

 This stronger protection is particularly necessary in the 
context of a flexible table generator
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Arguments for post-tabular methods

 Related to this, there appears to be something of a move 
away from pre-tabular towards post-tabular methods (see 
Germany, United States, United Kingdom)

 Implementation of random rounding or cell perturbation 
requires the application of an algorithm (by contrast, use of a 
pre-tabular method would add a complex additional analytic 
step, with country-specific variations, to census data 
processing) 

 Post-tabular methods can be implemented in REDATAM
 Record swapping isn’t applicable to small countries anyway
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The cell key

 In an online application, post-tabular perturbation must be 
“fixed” i.e. queries must return the same answer each time

 The is achieved using record keys and cell keys
 Codes which ensure the same cell (i.e. the same combination 

of microdata records) is always perturbed in the same way
 The same cell can appear in many different tables but will 

always be perturbed in the same way
 Works in the same way for cell perturbation and random 

rounding
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Possible perturbation schemes
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Cell perturbation versus random rounding

 In practice, the two methods are very similar, involving 
application of random noise to cell counts

 With random rounding, the noise is designed to ensure 
counts are perturbed to multiples of the rounding base

 Both methods create non-additivity in tables
 Cell perturbation is arguably more flexible
 Random rounding provides its own explanation of why tables 

are non-additive
 Both methods could be implemented in REDATAM in such a 

way that the user could select from several versions of each 
method implementing lighter or heavier perturbation
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Non-additivity of tables

 There are routines that can restore additivity to simple cross-
tabulations

 Restoring additivity to larger multi-dimensional cross-
tabulations is much more difficult 

 All of the countries using post-tabular methods accept the 
non-additivity that these methods create

 Even if it were possible to restore additivity to tables, that 
would introduce inconsistencies between tables

 A small loss of accuracy and the loss of strict additivity is a 
price worth paying to enable the release of more detailed 
and disaggregated census tables
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Percentage of small cell counts (0,1,2) in cross-
tabulations of Caribbean census data
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Nevis 2011 0 62.5 90.0 98.1
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After application of post-tabular perturbation…
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Next steps

 Gather feedback from representatives of statistical offices 
and other stakeholders 

 Explore further how these methods could be implemented 
in the REDATAM software

 Develop a specification for exactly what we would 
implement in REDATAM. This could include both rounding 
and cell perturbation methods.

 Implement it!



Thank you


