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« M-Pesa brought basic banking services to the unbanked rural
and urban poor

« This modelis being repeated across the developing world —
over 270 deployments of similar systems in over 8o countries

« Some countries see as much as 30% of GDP spent through
mobile money systems

« These systems are moving to smartphones

Are they Secure?
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DFS Security

® Feature phones and 2G cellular networks have
significant security problems...

® _.including eavesdropping and weak
cryptography.

® The move to modern data networks and
smartphones offer tremendous opportunities for
Improvement.

® The question our research has sought to answer IS,
"Are the security practices of DFS
applications any better in this new setting?”
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1st Generation
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Next Generation
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mPAY — a mobile financial service from AIS which

Buying digital contents without risks.

enables you to do any financial transaction 24x7

and wherever you are thru your mPAY Wallet. It is

Credit cards increase the chances of getting
you exposed to fraud. It's an inconvenient
truth, in which very large sums of money are
being lost each year through fraudulent
transactions. On the other hand, your mobile

phone allows you to pay in a safe and ,
convenient way, it's handled and used only by access mPAY (same level as bank’s ATM

0% standard).

mobile financial service with

gyour own 4-digit PIN to

Robust fraud control measures supported by bank grade technology
Yes, your Oxigen Wallet is secure. This mnhila wallat tarhnglogy is built using multiple

layers of security and is designed witl anti-hacking codes. Our website Is secured using
128 bit SSL encryption. We use autheiucauui cuws v peutect your account from any
unauthonzed access. Thereby you limit chances of any fraud.
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Initial Study

« We looked at all 46 available mobile money apps in February
2015

 Application (client side) security
« Server side practices
 Policy environment

« We did a deep dive into 7 of the most popular
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Results: Automated Analysis

« Almost 50% of apps had a critical TLS vulnerability

« In original work examining all mobile apps, only 9.3%
had problems discovered statically

- However, we later discovered both false positives and
false negatives in these results

« Automated analysis is limited at this time

 Only viable current solution: manual analysis
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Manual Analysis Ul

Seven popular apps

Over 1.3 Million Users

Security analysis of:
Registration and Login
User authentication after login
Money transfers
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Manual Analysis: Apps

GCash Phillipines

-MQN,gYMM Money on Mobile India
| Mpay | Thailand

g | Airtel Money India

Oxigen Wallet India
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« Reverse engineer app with JEB decompiler

« Correlated vulnerabilities against Dalvik
code

« Follow the Android app life-cycle

 Start with application.onCreate() y
\

« From first Activity, determine possible
code paths

« Accountregistration, login, money
transfer

« Other components that appear to have
sensitive functionality

- Advantage: ensures we test live code and
have conservative results

apktool

Processes

UNIVERSITY of
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Result

JEB

Manifest

baksmali

Unzip

Custom
Analysis Scripts

Java

Execution

Discover native
code

Dalvik
Bytecode,
Library usage

\ 4

Layouts, etc.

Visual
Inspection
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Findings: High Level

6 out of 7 apps had easily-exploited critical vulnerabilities

It is trivial to steal credentials, payment history, and
fabricate or modify transactions

l.,e. STEAL MONEY

28 Vulnerabilities in 6 of 7 analyzed apps

13 CWE categories
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Findings: Trends Uk

Error Type Number of Apps Number of Vulnerabilities
Vulnerable
TLS Certificate
Verification 4 4
Non-standard
4 6
Cryptography
Access Control 4 7
Information Leakage 5 12
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TLS: Client Side

Android correctly validates TLS certificates by default

Four of seven apps overrode Android’s default certificate
verification routines

Developers likely did this to silence certificate warnings
during development or deployment
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Qualys -
App Score Noteworthy Vulnerability
GCash C Vulnerable to POODLE attack
ey | Money on Mobile N/A No TLS
Oxigen Wallet F SSL 2 support, MDs cipher suite
Mo - SSL 2, Client-initiated renegotiation,
Pay ' POODLE Attack
MCoin N/A Expired, self-signed certificate for
localhost
Airtel Money A- Uses SHA-1 with RSA
Zuum A Uses SHA-1 with RSA
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DIY Crypto: Airtel Money

o
sl Keyene = j7zgylyv || phone# || account#

This key is used to encrypt the user PIN, used to
authenticate with the service

All of these fields are available in previous messages
“protected " by broken TLS

Because TLS certificate validation is effectively
disabled, we can own this account
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o
= : : :
\,ge‘:f;;o“se ol Crypto |mplementa_t|on in
o Money On Mobile.
S, All messages are sent over
~.0 plaintext HTTP.

Registration Server

This is the only crypto used in this app!
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Who Takes The Fall

« These systems fail to safequard user data
confidentiality and transaction integrity

« ToS: Userisresponsible for all
authenticated transactions

« When these systems are attacked, the user
pays the price
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Aftermath: Impact(?)
® The results of our work were discussed in a paper at the

2015 USENIX Security Symposium.

® Private reports detailing both the vulnerabilities and
how to fix them were sent to the impacted developers.

® The story was then picked up by the Wall Street Journal,
with follow-on coverage in a variety of other venues.

® Between our conversations with technologists, vendors,

attorneys, requlators and national
policy makers, we felt as if progress \ili‘im, -
was going to be made. i ||

y

we can make a

leference
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Revisiting The Space

® We wanted to evaluate whether developers were
now making better security decisions.

® We again went to the GSMA tracker, which now
listed 271 companies, of which 49 had Android apps.

® We again performed automated analysis on all 49 of
the smartphone apps, and then performed manuval
analysis on the 6 previouslv analyzed apps.

®©
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Automated Analysis

® We look at whether apps override TLS methods
(i.e., turn off authentication of the server).

® |n 2015, we found that 20/43 apps (47%)
appeared to have a vulnerability.

® In 2016, 3 of these apps fixed this issue, but the
others remained vulnerable.

® Thisis in contrast to the 8%
rate found across applications at
large in previous studies.
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Backend Security

® Application security can be rendered useless if

servers are configured poorly.

® We ran the Qualys SSL Test on extracted

endpoints of 25 apps.

® 4% of apps were speaking to
domains with highly vulnerable

configurations, or that did not
support HTTPS.

App Lowest

0| @ | =

F

Invalid Cert

HTTPS Not supported

P | o fon | w | e




Manual Analysis i R

® We revisited Airtel Money, mPay, Oxigen
Wallet, GCash, Money on Mobile, and mCoin.

Gcash
2014% ulnerabilities rrabilities
Still%xisits?o Method
UserBIN%ot%andled%onfidentially yes yptor2
SessiondD%eakly%onstructed,%llowing%ession%ijacking . fo SessionInfo
yptor2 decryptKannelMessage
ye yptor2

Symmetric%ncryption%key%Ypackageddith%pplication

HTTPS%ertificateX%alidation%%isablied onUtil

UrglC i
"* Encryption Server

oney%niobile

2016% ulnerabilities

20:
Still%xisits? Class Method
Fails&o & ncrypt&pplicationé yes LoginActivity startLogin
Fails&o&uthenticatedJsersd 3 EI)CR yes SignupActivity onPostExecute
Leaks&ensitivednformation&oa ogs esp yes SignupActivity ComposeData
°hse MoMPLDataExImpl AsyncDataEx
WalletUndate onCreate

mPay
2014% ulnerabilities rrabilities

Still%xisits? Method
Rabbit%ard%ode®isables%LS%ertificate%alidation yes B rd a%now% comRabbitCard_a)
Poor%LS%onfiguration%n%Pay%ervers%an%ead¥o%Bompromised%essions yesReggi(‘5 tration Server
Rabbit®laster%Gard®umbers%nd¥serdAuthenticators¥%eaked%%og No®oggingi%urned%ff MPayApplication onCreate
User%uthenticators%tored%nencryptedin%hared®Breferences yes WebViewFragment p,%

MainActivity setContentView
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High-Level Issues

® Certain aspects of security can be very expensive.
® ¢.g., Fraud detection algorithms
® We are not trying to force these on anyone!

® The problems that we have demonstrated here have
known fixes.

® Bad server configurations must be patched!

® Imprecise recommendations regarding cryptography
should be clarified!

® The past two years have shown that we can
not do this alone as technologists.
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DFS Security

® Feature phones and 2G cellular networks have
significant security problems...

® The question our research has sought to answer is,
"Are the security practices of DFS applications any
better in this new setting?”

® The answer: NO! In fact, security might be even
worse!

® Barrier to entry for attacking legacy systems

® Smartphone attacks only need a laptop
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What About Regulation?

Many countries have modified their financial regulations to
make it easier for mobile money systems to operate
(relaxed KYC/AML requirements)

The Reserve Bank of India offers a 12-page "lllustrative
Framework” for data and communications security

Oxigen Wallet and Airtel Money both fell within the letter
(though not spirit) of these guidelines
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Privacy Policies

« We examined the privacy policies of 54 mobile money
applications

« 44% of these apps have no privacy policies whatsoever

« Ofthe onesthat do:

« 33% are not written in the most common languages
used within the country

« 50% do not identify to the user what data is used and
collected
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Privacy Policies

Privacy Policy

Econet Wireless Zimbabwe and all its associated companies are committed to respecting the privacy of your personal data. To demonstrate our commitment, Econet
Wireless Zimbabwe has created this Security and Privacy Statement in order to communicate its intent to provide effective processes for the appropriate handling of such
private information and to comply with applicable legislation that governs the authentication, protection and disclosure of personal information.

™ o~
tl(&? PERSONAL TIGOPESA TIGO BUSINESS CUSTOMER CARE about | news | contact 7

AboutTigp CSR  News  Careers

8. PRIVACY STATEMENT

8.1 MIC and all its associated companies are committed to respecting the privacy of the CUSTOMERS personal data. To demonstrate MIC's commitment, MIC has
created this Privacy Statement in order to communicate its intent to provide effective processes for the appropriate handling of private information and to comply

with applicable legislation that governs the authentication, protection and disclosure of personal information.

8.2 MIC has implemented technology, policies and processes aimed at protecting the confidentiality, integrity and availability of the CUSTOMER'S personal
information. MIC shall update and refine these measures on an ongoing basis. MIC assumes no responsibility or liability of any nature whatsoever for the interception

or loss of personal information beyond MIC's control.

8.3 MIC does not distribute any of the CUSTOMER’S personal information to third parties unless it's requested by the CUSTOMER or it's legally required to doso by a

statute. For avoidance of doubt and clarity, MIC may be obliged to disclose personal information to meet any legal or regulatory requirements of applicable laws.
8.4 MIC reserves the right to amend or modify this Privacy statement at any time in response to new privacy legislation.

8.5 Monitoring or recording of the CUSTOMER communications such as calls or SMS's may take place as required by law or for business purposes to the extent

permitted by law.
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Mobile Money is revolutionizing finance in the developing
world, but its initial deployment on smart phones is a
security disaster.

Poor security, combined with liability models that hold the
users almost entirely responsible for any losses, place the
mobile money experiment in jeopardy.

Best practices may help, but the state of the art for secure
app development still has a long way to go
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More Information

(Mo)bile Money, (Mo)bile Problems: Security Analysis of
Branchless Banking in the Developing World, B. Reaves, N.

Scaife, A. Bates, P. Traynor, and K. Butler, USENIX
Security Symposium, August 2015.

Mobile Money in Developing Countries: study reveals
security flaws in apps. P. Traynor and K. Butler, The
Guardian, 24 September 2015.
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Thank You!

Kevin Butler

butler@ufl.edu
http://www.kevinbutler.org
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Branchless Banking a.k.a Mobile Money
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Why Would We Do This?

« Why would a security researcher publicly disclose
software vulnerabilities?

« Aren’t we supposed to be helping?

» This talk is designed to encourage technologists,
policy makers and NGOs to speak to each other.

« Our goalisto make these systems and the people
who use them safer!
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