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Mobile Money Vs Mobile Wallet

• Mobile money is digitized cash made further accessible on mobile devices 
• No different from money held at a bank or on a card or other instrument of stored value 

• Mobile money is a component of the Mobile Wallet

• Mobile money exists within an ecosystem

• The Mobile Wallet is a secure digital container wherein value can be stored and 
retrieved within the context of an ecosystem

• Value may be represented by: 
• Cash 
• Cards 
• Coupons 

• Accessibility and Security are key factors
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The Mobile Wallet Ecosystem - CONEC
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Customer Suite of Services
Subscribers can instantly add credit 

(air-time) to their mobile phone or any 

other pre-paid mobile phone. 

Recipients can be saved for easy 

future top ups

Subscribers can check balances on 

their Stored Value Accounts (SVA) or 

their connected Bank or Credit Union 

accounts

Subscribers can pay bills to companies 

registered on the system for bill 

payment e.g. Utility companies

This feature allow subscribers to add cash 

to their wallet or withdraw cash from their 

wallets at registered agents or merchants

This feature allows the subscriber to 

transfer from their SVA to the their bank or 

prepaid card account or vice versa

The subscriber can transfer from their SVA 

to another subscriber’s SVA

This feature allows subscribers to pay for 

goods or services using their mobile 

wallet. Payment may be made from the 

SVA or any connected account.

Subscribers can pull down remittances to 

their Stored Value Account (SVA) or their 

connected Credit Union or Bank Account
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Corporate Suite of Services
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This feature allows the agent/merchant to 

sell prepaid airtime to cash customers via 

the MCONEC merchant portal

This feature allows the agent/merchant to 

check the balance on their Stored Value 

Accounts (SVAs)

Agents/Merchants can accept cash  bill 

payments for companies registered on the 

system for that service e.g. Utility 

companies

This feature allows registered agents or 

merchants to receive or pay out cash from 

registered subscribers, Agents or Merchants

This feature allows merchants or agents to 

raise and settle invoices to another merchant or 

agent (B2B, G2B)

Corporations can transfer from their SVAs to 

multiple subscriber’s SVAs. E.g. Payroll, 

benefits and refunds

This feature a merchant to receive payment for 

goods or services from registered subscribers 

via the merchant portal or app.

This feature provides an interface where 

merchants can sell and accept payments from 

subscribers online or via mobile applications.
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BOJ Requirements & Technology Impact 
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• 3 Tier Requirement in Jamaica 
• Account upper limits by tiers 
• Transaction upper limit by tiers 
• KYC requirement by tiers 

• The system allows Multi-tiers (n+1)

• The system allows KYC by tiers

• Each transaction must pass several 
checks prior to being processed

• Account and transaction limits 
• Product velocity checks

• Major resource “hog” on the 
system
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Customer Security and Privacy
• Payment Application & Payment Card Industry Data 

Security Standards 

• Data driven transaction using secure protocols via apps 
&/or Web Portals

• Scalability and Redundancies considered

• Real Time transaction monitoring 
• Watchlist Scanning 
• Alerts 
• Trend monitoring 

• Geographic
• Behavioural 

• Multi- Factor Security  
• Password + PIN for transaction
• Customer self activates account and sets up credentials   
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Secure Infrastructure – Network & Host
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Network & Host Security Detailed 

1. Network

• Network ACLs (Amazon ACLs)

• Network Firewalls

• Network Intrusion Detection

• Web Application Firewalls

• Forward/Reverse Proxy Servers

2. Server

• CIS/NIST Hardened servers (CentOS)

• Host Firewalls (IP Tables)

• Host Intrusion Detection 

• File Integrity Monitoring

• Configuration Management

• Central Logging/Correlation 

(Security Event and Incident Mgmt.)

3. Application

• CIS/NIST Hardened applications 

(Tomcat, PostgreSQL)

• Central Logging/Correlation 

(Security Event and Incident Mgmt.)

4. Platform

• Role-based security

• Password/PIN protection 

(session token, password/PIN hashed)

• Encrypted PAN and cardholder data 

• Replace all reference to PAN and account data with 

a token

• Audit and logging

5. Development and Operational Procedures

• Training on OWASP Top 10 and coding best 

practices

• Automated testing for all software updates

• Manual code reviews

• Automated code reviews for OWASP Top 10 

(3rd Party)

• Network scanning both from internal and external 

networks

• Penetration testing (3rd Party)

• PCI Scanning (3rd Party)
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Discussion
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